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Fast reused code tracing method based on simhash and inverted index
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Abstract: A novel method for fast and accurately tracing reused code was proposed. Based on simhash and inverted in-
dex, the method can fast trace similar functions in massive code. First of all, a code database with three-level inverted in-
dex structures was constructed. For the function to be traced, similar code blocks could be found quickly according to
simhash value of the code block in the function code. Then the potential similar functions could be fast traced using in-
verted index. Finally, really similar functions could be identified by comparing jump relationships of similar code blocks.
Further, malware samples containing similar functions could be traced. The experimental results show that the method
can quickly identify the functions inserted by compilers and the reused functions based on the code database under the
premise of high accuracy and recall rate.
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proc near
push esi
mov esi, [espt4+arg 0]
push 0
and dword ptr [esi], 0
call ds:GetModuleHandle A
cmp word ptr [eax], SA4Dh
jnz short loc_4023E7
loc_4023E7
pop esi
retn
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endp
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mov esi, [esp+4+arg_0]
push 0
loc_4023BC and dword ptr [esi], 0
call ds:GetModuleHandleA
cmp word ptr [eax], SA4Dh
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#include <stdio.h>

void main() {
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}
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43.2 #K Agobothw #ik F i b4 R

Agobot L —HITYE AN, M Agobot %
AR G Pk Y VC6.0 kit —ANREA, %FE
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AH Kaspersky [1] [ 28 51 4 A iy 44 4 Backdoor.
Win32. Agobot.hw. H#fi Agobot CLZe4 FFUsHEN,

vxheaven FEAPZEF A GEAE /R Agobot Yih (14
A, @it XF Backdoor. Win32. Agobot.hw FEAS 1 pF
W, AR EHER. B, X
Backdoor.Win32.Agobot.hw H1 1] b EUZEHE T WinXP
SO A AR FE A AT I, Horh, 372 MR
WIEE] T AR, KX Lok £ FE A Backdoor.
Win32.Agobot.hw H 5l 5% s 2K, %) Backdoor. Win32.
Agobot.hw H[F HAR R AL EFRE T vxheaven FEASZER
JAE P AR A AT IR, 8 P ) ) AR BL pR £
I5FE Agobot FIEFEAIME KR, £ 5 51
THARRAMAT 10 A

x4 YRiEER R BRI

ZJERX 10 MEARREAT T T8, RILBRFT:
A Backdoor.Win32.IRCBot.ol /&4 VC7.0 4ii%4h,
Hofl 9 MEART R VC6.0 g, X 10 MEAL
Backdoor.Win32.Agobot.hw fiffi S 47 7£ K & A BL B
B, AR e L ENR R %L U]
A7 2% e R THORS R b 5 A2 PR B
433 Zlob %R EI 54 R

Zlob & KA MM A LR, faHE K.
WIS IHAEA 1) R KRS, N Zlob 553 1113@@&
TSI ORI R, AR AR A I /) 2855 H A7
PAER . M vxheaven MSfiISCAE ) 271 092 MFEAR
L H 35 4 Zlob FgBRARIIAEA, P4 T
2965 MEREL, SRIGAERR T 1042.59 s 7E5ET vxheaven
FEARFER G ARRD ZE P B4 T W0, E i R B 5
AR IR A S L P J8 K0 . 32 6 HIIH T 5 Zlob
FIRRPAEAZERZ M 10 BRI EE, N
LA 2] Rbot. Sdbot K HIAFLE 45, 25 N5
Zlob FEHA RS HI SR IMFEAS, 11 Rbot. Sdbot
(MR TRRZEE R/ A WS : BU R = 2 N PPN ES 7 T
R Zlog F % 5 Rbot. Sdbot fELEALIYE ], H
e NMAEAHE LAHENRT S =GR o %S5 B

GPEASEAEL WinXP R SCAF PRI 6 %
sub_40451A  imjputyc.dll F1f¥]__ old_sbh_decommit_pages %
sub_402A5B  TPPS.DLL H'ffJ sub_ 10005660 %5
sub_4023E9  TPVMW32.dll H'[f] sub_10006046 %
sub_4044C4  MSCOMCTL.OCX H[f] sub_27608F15 %
sub_4023BC  tprdpw32.d1l H[¥) sub_10009720 &
sub_404380  imjpuex.exe H1f¥J__ old sbh _new region %%
sub_4045DC  tprdpw32.dll H'[¥) sub_1000A73D %
sub_404880  msver70.dll 1) old_sbh alloc block from page %5
sub_402531  tprdpw32.dll H[1J sub_10009895 %%
sub_404678  imjpdct.dll 1f¥]__ old sbh alloc block %5
sub_402E2A  imjprw.exe H[¥]_calloc &5
sub_403BA2  imjpmig.exe H'[¥]__ sbh_free block %%
sub_40292A  imjpcus.dll "¢ heap_alloc %5
sub_402799  imskdic.dll '[¥)_ NMSG_WRITE %%
sub_404633 TPVMW32.d1L H (1) sub_1000708D %
sub_401233  tprdpw32.dll #[1) sub_1000F109 %
EX Agobot ¥EARMIRIIEE R
3k Agobot FHEAEA G PTCE (G E (=R
Net-Worm.Win32.Kolabc.eph 44 2411
Trojan-Spy. Win32.SCKeyLog.fp 44 1048
Trojan-Spy.Win32.SCKeyLog.ij 43 1141
Backdoor.Win32.IRCBot.ol 40 4036
Trojan-Dropper. Win32.Agent.tif 31 712
Trojan-Spy.Win32.SCKeyLog.fb 29 669
Trojan-Downloader. Win32.Delf.gij 28 711
Backdoor.Win32.SuperSpy.b 28 665
Trojan-Downloader.Win32.Realtens.h 28 619
Trojan-PSW.Win32.Zombie.10 26 646

AR ST 5 DR A AN (] 3% 2 AR e ) ) 5 Bk
%6 Zlob RIEHIFEFLIMEER
R SR RIR A H

Trojan.Win32.Vapsup 2 566
Trojan.Win32.Agent 124
Trojan-Downloader.Win32.Agent 114
Trojan-Clicker.Win32.Agent 69
Trojan-Ransom.Win32.Hexzone 58
Trojan-GameThief.Win32.0OnLineGames 47
Backdoor.Win32.Rbot 45
Backdoor.Win32.Agent 43
Trojan.Win32.BHO 40
Backdoor.Win32.SdBot 25

5 iSRRI
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HWRMPIILAE. SR TAEMEL, ASCONEYIG

2016225-8



c 112

WA

¥R

%537 %

B B 200 ek £ N AR B B AL 0 R, HEEN
simhash A2 AH RSB, HE A EHER 51 R
TELE AL PR B, 5 ek kA OC RS I ) o a2 15
AL o ARSI VA e 1 ARE PR i 0k 82 5 AH AL ) o
MR, HEAB SRS A%,

SR, TR R W R U5 T .

1) AR, BEASEE SR, R’
HHARIEREA, SRIPOXIEFEA R 15 pR B i
BT FIREFEOR, BRI TR,

2) WV S5 AR 4 , 7 B KR A
A A RE I ] e 2 T R A CRH I o

SIS g WKW, %07 R N A 1R T
[, BT LPARE— 204 simhash [FTHEGEFE DLORIE &
(AR (P [R] JE 2D e R . i4h, BT
EEWEERIREAR, PUNARg S AR SR
PR, PUNFEART R - L, FERBA RREEAR
TGP IR BR AL, R AR [R5 A BRI
FEBLE KAl o

6 HERIG

B0 gt B A 4 A ACHS b5 52 R ARS8 8 ARG
[F) 80 € A At il EOR T4, 32 SR U ) E R4
A IS, ARSCHEH T 3T simhash 5 {5 HE
251, LheR ECh FRr 16 32k ) A A PR ag s T v
2T 0 AR R T simhash 57538 2 AH M
AR, gk L T80 HE 22 51 SR 76 AH AL bR 2,
o Je A RS B AR ARABL) s T3 v g 2 A R B2
TRAHAL,  SE AR s . SEER R, Tk R A
R B A T PR V5 5 5 R BORH BL TR R A A
HPTEREA, HHEARESIHER RS H R, 3
TAZITERT U R A 2 g | 855 T H, H Wil
) oA N g R, STt R A E AR A 3)
R

2 30k

(1] &R, HH, KGO B RN (58 %
A5 RER, 2005(8):55-59
DONG Z Q, XIAO X G, ZHANG S W. Malware homology identifica-
tion based on programming psychology[J]. China Information Security,
2005(8):55-59.

[2] GReAT. Gauss: abnormal distribution 2012[R/OL]. https://securelist.
com/analysis/publications/36620/gauss-abnormal- distribution/

[3] YURY Y, NAMESTNIKOV V K, OLEG K. Chthonic: a new modifi-

(71

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

2016225-9

cation of ZeuS 2014[R/OL]. https://securelist. com/blog/ virus-watch/
68176/chthonic-a-new-modification-of-zeus/.

SKELORU V. Visgean/Zeus[EB/OL]. Github 2011. https://github.
com/Visgean/Zeus.

GREAT. A fanny equation: “iam your father, stuxnet” 2015[EB/OL].
https://securelist.com/blog/research/68787/a-fanny-equation-i-am-your-
father-stuxnet/.

QIAO Y C, YUN X, ZHANG Y. Fast reused function retrieval method
based on simhash and inverted index[C]// 2016 15th IEEE Interna-
tional Conference on Trust, Security and Privacy in Computing and
Communications. 2016.

BENCSATH B, PEK G, BUTTYAN L, et al Duqu: a stuxnet-like
malware found in the wild[R]. CrySyS Lab Technical Report. 2011.
GREAT. Cloud Atlas: RedOctober APT is back in style 2014[R/OL].
http://securelist.com/blog/research/68083/cloud-atlas-redoctober-apt-
is-back-in-style/.

LABS F S. PITOU: The “silent” resurrection of the notorious Srizbi
kernel spambot[R]. 2014.

MYLES G, COLLBERG C, K-gram based software birthmarks[C]//
Proceedings of the 2005 ACM Symposium on Applied Computing.
2005: 314-318.

SZABJORNSEN A, WILLCOCK J, PANAS T, et al. Detecting code
clones in binary executables[C]//18th International Symposium on
Software Testing and Analysis. 2009:117-128.

LAKHOTIA A, PREDA M D, GIACOBAZZI R. Fast location of
similar code fragments using semantic'juice'[C]//2nd ACM SIGPLAN
Program Protection and Reverse Engineering Workshop. 2013: 1-6.
RUTTENBERG B, MILES C, KELLOGG L, et al. Identifying shared
software components to support malware forensics[J]. Detection of In-
trusions and Malware, and Vulnerability Assessment: Springer, 2014,
21-40.

OUELLETTE J, PFEFFER A, LAKHOTIA A. Countering malware
evolution using cloud-based learning[C]// 2013 8th International Con-
ference on Malicious and Unwanted Software, 2013.

DAVID Y, YAHAV E, Tracelet-based code search in executables[C]//
ACM SIGPLAN Notices. 2014.

ALRABAEE S, SHIRANI P, WANG L. SIGMA: a semantic inte-
grated graph matching approach for identifying reused functions in
binary code[J]. Digital Investigation, 2015, 12: S61-S71.

CHARIKAR M S. Similarity estimation techniques from rounding
algorithms[C]//34th Annual ACM Symposium on Theory of Comput-
ing. 2002.

MANKU G S, JAIN A, SARMA A D. Detecting near-duplicates for
web crawling[C]//16th International Conference on World Wide Web.
Banff, Alberta, Canada, 2007:141-50.

UDDIN M S, ROY C K, SCHNEIDER K A, et al. On the effectiveness
of simhash for detecting near-miss clones in large scale software sys-

tems[C]// 2011 18th Working Conference on Reverse Engineering



111

JRRERI SR kT simhash 5 {8IHEE 51 B9 ST BROE T i - 113 -

[20]

(21]

[22]
(23]

[24]

(WCRE), 2011.

R, BRI, JHWDHE. KRS SE BRI T ik 0] v SR
R, 2014(4):417-426.

GUO Y, CHEN F H, ZHOU M H. Code clone detection method for
large scale source code[J]. Journal of Frontiers of Computer Science &
Technology, 2014(4):417-426.

TIMO J. RINNE S L. ssh-3.2.9.1 2003[EB/OL]. http://down]1.chinaunix.
net/distfiles/ssh-3.2.9.1.tar.gz.

VX Heaven[EB/OL]. http://vxheaven.org/.

Wikipedia. Agobot 2016[EB/OL]. https://en. Wikipedia. org/wiki/
Agobot.

KHOO W M, MYCROFT A, ANDERSON R. Rendezvous: a search
engine for binary code[C]// Proceedings of the 10th Working Confer-

ence on Mining Software Repositories. 2013.

EAEME

FRREEE (1988-) , B, WEWIEA,
o E R B A, EEERTTTT ) 4%
15 Bag s, BRI,

2016225-10

=EEE (19712 , B, BRI IR
N, L, FEREERE . W LAS

Jilt, EEEREOT MR A L
2,

EFB 1984 , B, Wby A,
Fp R e A B TR I B BRI 5T 52
T BT 1) 0 48 SR . B sl Ik
W RE ARSI

BokEE (1978-) , B, MBI /RIE
A, HE, hEREERER G HEES
Wi, LTS [0k W 4% 20 A 25 A0 .



	12

